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A B S T R A C T

Many challenges to operate digital twins remain, hindering their design and implementation, and are rarely
discussed. Furthermore, issues of social and legal nature are often overlooked. We identify the challenges of
operating digital twins in the urban context through a bifurcated and multi-dimensional approach: a systematic
literature review and an expert survey. The review organises the identified challenges across technical and
non-technical dimensions. As the topic is novel, the corpus is rather small and lacking the contextualisation of
challenges. Thus, we complement it with a survey based on the Delphi method, involving a diverse panel of
domain experts covering academia, industry and government organisations. Combining the results, we identify
14 technical and 9 non-technical challenges and map them to phases of the digital twin’s life cycle. The most
severe challenges appear to be related to interoperability (e.g. disparate semantic standards) and practical
value (e.g. lack of business models).
1. Introduction

The city is a complex ecosystem. It involves a plethora of knowledge
domains and changes every moment due to, for example, economic
activities and ecological processes, making it rather difficult to manage
and predict [1,2]. The concept of digital twins from the manufacturing
industry inspires the idea that the city can as well be mirrored in a
virtual model [3–6]. Theoretically, creating an urban digital twin is
based on encoding the semantic and geospatial properties of city ob-
jects [7,8]. Urban digital twins, as representations of physical assets in
the cities, benefit multiple stakeholders in a variety of purposes. Since
digital twins enable two-way interaction with real-world counterparts,
analytical operations and simulations are feasible in the virtual urban
environment [9]. For example, urban planners allow using digital twins
to evaluate the impact of different scenarios in the cities, e.g. planned
construction projects, disaster management [10]. Such simulations help
them consider possible circumstances and then determine an optimal
solutions. Although the focus of urban digital twins varies in specific
cases, it is well considered as a tool to facilitate decision-making
(e.g. building a new community centre, constructing cycling paths to
enhance active mobility). As such, urban digital twins have gained wide
attention to support the planning and management of cities at various
spatial scales. While many advantages of digital twins have been well
acknowledged [1,11–14], challenges to implement the full concept of
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digital twins in practice remain relatively unknown and are scattered
in the current discussion.

Since research on digital twins is rather in its infancy, the present
discourse is predominantly technology-driven. The role of urban dig-
ital twins is highlighted as an integrated and promising approach
to data-based infrastructure management and urban sustainability en-
deavours [15]. Such work based on digital twins relies on the support
of a variety of technologies, including the Internet of Things (IoT),
artificial intelligence (AI), and edge computing, to collect and process
data [16,17]. In this context, technology vendors lead many ongoing
digital twin efforts, working with governments and other actors [18].
Accordingly, challenges identified in the current discussion are mainly
data-related, such as quality and integration [19,20]. Moreover, in the
operation of digital twins, relevant challenges and their interpretation
primarily depend on use cases and context. Specific challenges may be
highlighted, while at the same time some aspects may be neglected.
For example, some digital twins are developed as an internal platform
to which the public has no access. In this case, public participation
and openness may not get attention. Concerning the interpretation of
challenges in a certain context, one example is understanding the idea
and scope of digital twins. Developing an urban digital twin involves
multiple groups [21]. That is, stakeholders with different backgrounds
usually have different viewpoints on this topic, especially its purposes
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and benefits. The lack of consistency and consensus on the definition of
digital twins may lead to differences in expectations which propagates
to conflicts when delivering digital twins in practice.

Considering prior scholarly works, the potential of digital twins
across different domains is largely at an early stage. With many recent
works, digital twins at the urban scale has been better demonstrated
in many ways, thanks to developed implementations and use cases,
and the discussions identifying their potential continue. However, chal-
lenges to fully realise such practical values remain mostly undiscussed.
Moreover, urban digital twins are more than a demonstration of tech-
nological functionality and they can offer great benefits in areas beyond
the technical realm [20,22]. Other viewpoints, such as social and legal
aspects, are overlooked in present discussions. Motivated by those
knowledge gaps, we conduct this review, aiming to: (1) understand
urban digital twins in a comprehensive and critical manner; (2) identify
and describe urban digital twins’ challenges from technical and non-
technical perspectives; (3) demonstrate the severity of each challenge;
(4) offer diverse insights from research and industry. Such reflections
motivate us to conduct a systematic review to identify challenges in the
literature considering both technical and non-technical perspectives.
However, such a topic is novel in the research community, leading to
a relatively small corpus of papers. Thus, the literature review gives
rather an outline of challenges and falls short in gauging how severe
each challenge is. To enhance our review, we include a multiple-round
Delphi survey distributed to a panel of experts to collect deep insights
from academia, industry and governmental organisations. The Delphi
survey asks panellists to list challenges to urban digital twins and
score the severity of them. We regard this work can contribute to the
research community by providing a well-organised taxonomy of chal-
lenges with different severity and introducing diverse understandings
from a wide range of stakeholders. With such efforts, we believe this
research fills the current gaps of techno-optimism urban digital twins’
potential by outlining a detailed side of their challenges. Considering
that urban digital twins are constantly developing, the classification
of identified challenges will be a necessary piece of the jigsaw and
enrich the understanding of such topic. The robust research method
enables us to augment the results from our systematic review and
provide a multi-dimensional and comprehensive overview of challenges
to the operation of digital twins. This paper is the first one on the
challenges that hinder the operation of urban digital twins and provides
multidisciplinary insights across all domains where digital twins are
employed. Therefore, we consider it not purely a review paper, but a
comprehensive overview reinforced with an expert survey to deliver
multi-dimensional viewpoints, involving different stakeholders and dis-
ciplines. It will benefit the discussions of digital twins within various
groups even beyond the urban realm.

The paper is structured as follows. Section 2 introduces related work
on digital twins at the urban scale. Section 3 presents the research
method, including a systematic review and a Delphi survey. Section 4
summarises findings from the literature and the survey. First, it analyses
challenges from a two-pronged strategy that incorporates social and
technological aspects. It then maps them into the life cycle of digital
twins. The following Section 5 discusses the results together with
limitations and an outlook on how to tackle identified challenges.
Section 6 concludes this work and explains how it can contribute to
future studies.

2. Background and related work

2.1. A consensus of digital twins

The concept of digital twins is initially proposed as a virtual model
of a physical product in manufacturing [23,24]. It indicates the process
of mirroring or twinning with binary information flow between these
two entities, enabling specific operations, e.g. testing, optimising and
simulating [25]. One of the most popular definitions is from the field
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of aerospace — it describes the digital twin as an integrated multi-scale
simulation of the physical entity to mirror the life of its corresponding
twin [26]. Researchers from other domains often adopt this defini-
tion and expand it with detailed properties. For example, the digital
twin should self-iterate through change detection in physical space,
contain interaction and convergence between two entities, and make
predictions [27,28].

There has been a significant increase in publications on digital twins
in the urban context since 2016, mainly concerning technologies and
potential [18,29]. In related fields, such as 3D GIS, built environment,
or virtual city models, the term digital twin is often used interchange-
ably regardless of nuances in specific contexts [30,31]. In the built
environment, the Gemini principles developed by the Centre for Digital
Built Britain in 2018 have sought to build consensus between each
single digital twin [32]. The document determines the digital twin as
a virtual ecosystem of the built environment that contributes to better
management and decision-making in the real world. Moreover, digital
twins need to be purposeful, trustworthy and functional, which have
advantage in adding value to public services and maintaining assets
in the built environment. In the scope of urban planning, authorities
have attached importance to applying digital twins in city planning and
governance [33–36]. As such, policymakers can simulate different sce-
narios in the virtual model to reduce negative impacts on the physical
environment, save resources, and then make better decisions [8,20].

With the growing popularity of digital twins in the urban con-
text, recent studies attempt to reach a consensus on the interpre-
tation [34,37,38]. Some research suggests that digital twins should
enable dynamic analysis beyond 3D visualisation [16,39]. Researchers
also identify specific features, such as spatial–temporal changes, scal-
able performance and social participation [22,40,41]. Therefore, we
determine that, in the context of our work, urban digital twins should:
(1) be based on 3D city models with geometric and semantic in-
formation; (2) provide near real-time data; (3) enable a variety of
operations, e.g. analysing, simulating and predicting; and (4) address
social and economic functions in the built environment, e.g. enabling
participatory process, involving humans as sensors to learn about the
local context [42–44].

2.2. The lifecycle of digital twins

To better position and describe digital twins in this work, we investi-
gate the lifecycle of digital twins to classify different phases of their life
in manufacturing, namely a design-operation-service process [45,46].
The virtual model receives product information to simulate and validate
scenarios and then sends feedback to the physical entity to optimise
design, e.g. reporting errors or customising details [12,47–50]. The
information exchange between physical and virtual entities forms a
connection loop.

Moving to the city-scale and urban context, the lifecycle of digital
twins is more diverse and complicated [16]. First, considering the na-
ture of cities, it requires more stages to illustrate the entire lifecycle. It
contains the integration of heterogeneous information from the begin-
ning to the final co-evolution with the physical environment [51,52].
Second, the lifecycle is rather dynamic in the urban context [16]. Digi-
tal twins need to be reactive to integrate near real-time representation
of cities [53], which require a large volume of heterogeneous input
data, feedback, and high-frequency information flow in the lifecycle.
For instance, if quality issues are reported when creating models, one
needs to revisit previous stages to re-acquire data. The lifecycle of a 3D
city model is an example to describe the whole process [54,55]. It starts
with planning to define system architecture and practical value. The
next stage is acquisition, which determines approaches and techniques.
When processing data, it needs to handle data complexity and standards.
The stage of dissemination refers to visualisation and interoperability.

The lifecycle also contains application to satisfy various demands in
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Fig. 1. The lifecycle of digital twins in urban and geospatial domain.

practice. Furthermore, it includes maintenance to detect changes and
update the model.

Inspired by the lifecycle of 3D city models, which are integral to
urban digital twins, we conclude the process as six phases in this
work (Fig. 1): (1) collecting — heterogeneous data, (2) processing
— data conversion and integration, (3) generating — physical assets
and information flow, and (4) managing — quality and status, (5)
simulating — urban scenarios, (6) updating — dynamic changes.

2.3. A shift to socio-technical perspective

The current discussion on digital twins is driven by technology,
highlighting how technical functionality benefits their development in
the city scale. For example, many studies have acknowledged data
technology’s effectiveness in improving productivity, such as using IoT
to collect data [25,41,56–58]. Nevertheless, we notice an articulate
representation of digital twins through a socio-technical lens in recent
research [22,59]. It provides insights into the transition from data
universalism, raising awareness of the social dimension. For example, it
is argued that digital twins should encourage participation, thus making
them understandable to the public rather than keeping it esoteric [20,
35,60]. As such, some attempts have been made in the current research
landscape. First, applied technology in digital twins is a means instead
of an end. Building digital twins aims to solve urban issues and plan a
liveable city for people. A purely technology-driven approach may blur
the initial notion; however, identifying digital twins’ practical value is
crucial in this context. Moreover, technical optimism ignores essential
components of digital twins in practice. For example, collaboration
plays a critical role in developing digital twins. It is the foundation
to generate common knowledge among different stakeholders [61].
In the meantime, collaborating within and with organisations enables
data sharing, as well as make the implementation feasible. Therefore,
we adopt such paradigm in our work, combining social and legal
perspectives to complement the technical dimension, to offer a more
complete understanding of digital twins.

3. Methodology

To serve our research objectives of identifying a wide range and
exhaustive list of challenges, we employ a unique and robust dual
method: a systematic review and an expert survey. We first conduct
a systematic review to identify documented challenges from the liter-
ature. Since the topic of urban digital twins is novel in the research
community, the size of our established corpus is rather small. To
enhance our findings from the review, we complement it with a survey
according to the Delphi method, a rigorous and scientific approach used
across many disciplines, distributed among a panel of domain experts.
We gather diverse insights from academia and practice (i.e. industry
and government, which do not often publish papers). The survey is
completely independent, i.e. the results of the literature review do not
play a role in the design of the survey and interpretation of the results.
By adopting such a hybrid method, we gather results from the review
and the survey and map the identified challenges to the lifecycle of
urban digital twins.
3

Table 1
Search strings to identify research papers related to digital twins in the urban and
geospatial domain.

‘digital twin’ AND (urban or city) AND (challenge or barrier or issue)
‘3D city model’ AND (challenge or barrier or issue)
‘city information model’ AND (challenge or barrier or issue)

3.1. Systematic review

Ketzler et al. [18] present a systematic review of the state of the
art of digital twins for cities, focusing on terminology and practical
application and discussing potential challenges. Taking insights from
this work, we aim to complement and enrich the findings from this
research by classifying challenges through multiple perspectives. The
review part follows a systematic approach to define a well-organised list
of identified challenges of urban digital twins. The search for publica-
tions is carried out in Scopus. We begin retrieving a manageable corpus
of papers by applying different search string combinations, following
practices of systematic reviews in related domains [18,62]. We first
apply a number of relevant keywords — ‘3D city model’, ‘digital twin’,
‘city information model’, ‘geospatial model’, and ‘smart city’. Based on
the initial search, we then identify ‘challenge’ or ‘barrier’ or ‘issue’ as
another index in combination with the aforementioned keywords, to
refine the result. Since the term digital twins has been widely used in
many fields, we filter out irrelevant domains to narrow our searches,
such as physics, astronomy, and biomedicine. Finally, three sets of
search strings are performed ( Table 1) to identify relevant literature:
(‘digital twin’ AND (urban or city) AND (challenge or barrier or issue)),
(‘3D city model’ AND (challenge or barrier or issue)), (‘city informa-
tion model’ AND (challenge or barrier or issue)). After examining the
paper title, abstract and keywords, 114 articles are collected, and 13
duplicates are eliminated from the list. At the end of the first stage, we
include 101 articles for further analysis.

In the next step, we build inclusion criteria for the full-text review.
The first criterion is scale. We primarily consider papers focusing on
digital twins at the urban scale (e.g. a specific neighbourhood or an
entire city), including a range of physical assets instead of individual
buildings or infrastructures. The next criterion is set as scope. The
examined articles should discuss specific challenges encountered while
operating urban digital twins to fully match our research scope (e.g.
the impact of data accuracy on building digital twins). We also consider
detail as the third criterion. Despite some papers mentioning the term
challenge in the title or abstract, authors do not follow with an in-
depth analysis in the main text (e.g. merely mentioned urban digital
twins remain some challenges without detailed description), which is
less meaningful to our focus. The last criterion as access. We exclude
articles that have no access to download and are published in languages
other than English. As a result, 34 articles are taken forward for further
analysis (Fig. 2).

3.2. Delphi survey

The survey is designed based on the Delphi method, using an
online set of questionnaires. The Delphi survey is built on a structured
panel of experts who are invited to discuss different statements and
questions on specific topics, especially with limited information [63–
65]. It seeks to generate consensus on a research topic that is widely
used in various disciplines to process current or potential issues [66–
69]. To achieve such consensus, it includes an iterative process with
multiple rounds and questionnaires. Participants have access to review
the aggregated results of all participants after each round, and then
have the opportunity to reconsider and revise their responses [70].
Indeed, the result of the Delphi survey can broaden knowledge by
transforming individual opinions into group consensus, which can then
link to scenario analysis and deliver new perspectives [71–73].
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Fig. 2. Process of conducting the systematic review with the number of papers in each stage.
In this work, we design the Delphi survey with 3 rounds, asking
experts to list and rank challenges for their organisations with regard
to digital twins in urban and geospatial fields. The Institutional Re-
view Board of the National University of Singapore has reviewed and
approved the ethical aspects of this research. Round 1 is designed
to collect the different challenges participants and their organisations
have faced during the operation of digital twins. Then we aggregate
all the responses from Round 1 anonymously and re-invite participants
into the next rounds. In Round 2, the panellists receive an aggregated
list of challenges based on the results of Round 1 and their own
responses, on which basis they can review and reconsider their answers.
We design the final round to ask participants to rate the identified
challenges by severity. Such round tends to reflect to what extent these
challenges have hindered the operation of digital twins. In pursuit of
quantitative evaluation, we then adopt the Likert scale to measure the
degree of severity with 5 points: 1 — Insignificant, 2 — Minor, 3 —
Moderate, 4 — Major, 5 — Severe [74–76].

Given that the goal of our survey is to complement documented
challenges in the literature, we recruit participants from different sec-
tors, such as government, industry (e.g. private companies, consulting
firms) and non-government organisations (NGOs). Professional com-
munities related to digital twins in the built environment, such as
European Spatial Data Research network — EuroSDR, and the 3D
Information Modelling Domain Working Group of the Open Geospatial
Consortium — OGC 3DIM DWG, have been selected to invite experts
and advertise our research. We sent emails to invite members of these
communities to participate in this survey. An initial set of 52 prac-
titioners was selected to build an international panel. In the end, 29
participants participated in all three rounds (56%), and such sampling
size and retention rate are consistent with other Delphi surveys [77].

3.3. Framework design

Existing studies on challenges of urban digital twins are scattered
and not exhaustive, lacking an inclusive summary. To better organise
such challenges, we take inspiration from relevant work from urban
studies concerning the method to summarise the identified factors from
the literature review [78,79]. For example, in the field of sustain-
ability, Marvuglia et al. [80] propose a framework to classify topics
of sustainable energy systems in urban areas through a bibliometric
review, including four themes — (1) renewable energy system, (2)
sustainable built environment, (3) multi-scale models, (4) government
and policy. Another related work is the one by Abascal et al. [81], de-
veloping a nine-domain framework to conceptualise urban deprivation
on different scales. It groups characteristics discussed in the corpus (e.g.
sanitation, safety and inequality) and maps them into the proposed
framework, delivering a cohesive and multi-faceted overview to a
range of stakeholders. In the domain of urban technology, Kuguoglu
et al. [82] conduct a study to determine the factors that impede the
adoption of Artificial Intelligence of Things (AIoT) in smart cities. In
their work, the authors design five main categories — (1) strategy,
(2) data, (3) people and organisation, (4) process, and (5) technology,
organising their findings from the reviewed papers and the interview
with practitioners. These related approaches inspire us to design a
framework to structure identified challenges from the literature and the
4

Table 2
The developed typology of the identified technical challenges to urban digital twins.

Technical challenges Publications Specific issues

Data quality [1,83–88]
– Accuracy
– Availability
– Information loss

Data standard [1,85,86,89] – Top-level design
– Inconsistent adoption

Interoperability [1,90–99] – Data conversion
– Software compatibility

Data integration [1,19,37,83,88,94,95] – Heterogeneous techniques
– Incompatible system

Data complexity [1,86,91,100,101] – Dynamic activities
– Overloaded information

Software [85,93,99,102] – License

Hardware [103,104] – Connectivity

Update and versioning [86,88,105–107]
– Version management
– Latency
– Cost

survey. Since digital twins are dynamic and interactive, we consider the
lifecycle a suitable way to map challenges in different phases described
in Section 2.2. Such mapping enables a clear representation of our
results and helps practitioners better understand the state of the art
of digital twins in the urban and geospatial domain.

4. Results

4.1. Reviewing challenges from the literature

We analysed the 34 papers to provide a broader view of the trend
by investigating the relation between the number of publications and
the publication years (Fig. 3). The result indicates a growing number of
publications since 2017, implying increasing attention to digital twins
at the urban scale, including potential and barriers. When examining
the corpus in detail, we identify 16 challenges and group them into
8 technical challenges ( Table 2) and 8 social and legal challenges (
Table 3). Each challenge indicates a critical aspect that — according to
the reviewed papers — hinders the operation of digital twins.

4.1.1. Technical challenges
Data quality appears to be a significant challenge in delivering urban
digital twins, comprising several aspects. First, data accuracy is dis-
cussed with specific cases, such as integration and segmentation [84,
108,109]. Some errors occur when integrating 3D buildings with ter-
rain models, such as partially floating or sinking building objects or
unknown underground depth [108]. The results from such a case may
affect further analysis and lead to wrong conclusions. The second issue
is data availability [85]. In some cases, data collected from multiple
organisations are unstructured and noisy [83,86]. Without a careful
structure of data, it is hard to determine whether data is open to access
or remain closed because of high confidentiality. The same scenario
holds for commercial data, requiring the purchase or having specific
restrictions [1,87]. The last concern is information loss. It usually occurs
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Fig. 3. The temporal trend of the volume of publications.
Table 3
The developed typology of the identified non-technical challenges to urban digital twins.

Non-technical challenges Publications Specific issues

Sensitivity [1,19,83,85,86,89] – Security hierarchy
– Regulation

Collaboration [1,37,85,86,100] – Co-creation mechanisms
– Workflow

Ownership [85–87,89,95] – Data sharing framework
– Access

Trustworthiness [85,87] – Reliability

Participation [1,20,37,83] – Uneven access
– Participatory feedback

Financing [86,88,100] – Equipment cost
– Human resource

Capacity building [37,83,86,87,100] – Skillset
– Knowledge

Understanding [37,86,87,89,100,106] – Definition

in the extraction and transformation of data information. In particular,
semantics loss is noted as a problem during this process that will hinder
the further adoption of digital twins [88].

Data standard refers to a method that ensures the available interaction
between heterogeneous formats and systems. Standard is also associ-
ated with interoperability, which is further explained as a challenge
in the following section. The current discussion of the data standard
covers two main dimensions. The first aspect is the need for top-
level design to generalise standards [106]. Such a lack of standards
impacts building interactive interfaces and communicating with exter-
nal systems, potentially affecting the subsequent stages of simulation
and management [89]. Another barrier is inconsistent adoption between
international and domestic standardisation [86]. The CityGML standard
has been developed to exchange, represent and store 3D geospatial
data, yet it is incomplete and not applied on an international scale [85].

Interoperability is the most discussed challenge in the literature. A
specific barrier is data conversion [92,95,96]. An example is the in-
tegration of BIM and GIS, where BIM models can provide detailed
building information into the GIS environment, combining a large-
scale and a micro-scale built environment [90,91,110,111]. In this
case, the problem is how to convert the data between these two
systems [94]. Integrating BIM and GIS generally requires two common
conversion paths, IFC-to-CityGML and IFC-to-shapefile, or to other geo-
based formats. However, realising such a conversion is a complex
task [112,113]. Because of the vast differences between these two
data models, particular problems involve five components: encoding,
semantic coherence, geometry validation, coordinate reference system
and topological accuracy [93,97,98]. The second issue is software com-
patibility. Integrating geospatial and building data information, such
as importing 3D GIS data into BIM models, is a potential but chal-
lenging and continuous application [93,114,115]. One reason is the
lack of support from BIM-related software to achieve compatibility
with geospatial data formats. However, different software systems have
5

their strengths and weaknesses. Although some commercial software
has been developed to support the integration and export of models, it
remains a challenge for them to realise all functionality in one stop,
which is also related to standards not being aligned. For example,
CityEngine has the advantage of exporting 3D city models to various
data formats, but it does not directly support semantic compatibility
with the CityGML standard [99,102].

Data integration is highlighted as another major challenge [37]. First, it
is associated with a collection of heterogeneous techniques. When data is
obtained from reality, it is uploaded from dispersed devices and stored
in different systems through various technologies and syntax [37,95].
For instance, crowdsourcing data has contributed to capturing data in
recent years [1,19,116,117]. On the other hand, 3D geospatial data,
e.g. point cloud, remains critical in building digital twins [118,119].
Considering the heterogeneous nature of such data, it poses issues in
integrating them for further use. The second concern is incompatible
systems. The urban digital twin contains a variety of datasets, requiring
more effort to connect them in a compatible way [37]. For example,
when integrating BIM and urban GIS data, various coordinate systems
result in differences between structuring and visualising data [94].
Moreover, the lack of a scalable and flexible system to integrate data
affects efficiency and resource usage in some cases [83,88].

Data complexity indicates the massive size and the large volume of
urban datasets, and their intricacies. First, the complexity of urban
data is related to dynamic activities in the city [86,101]. The city is
considered as an organism consisting of divergent activities from social,
economic and environmental dimensions [1]. The interaction between
urban activities and the built environment makes the nature of data
complex and heterogeneous. The second issue is overloaded information
contained in the datasets [95]. It remains a challenge to interpret such
information in an understandable way to end users, considering the vast
amount of data collected from the city [91].

Software plays a critical role in building and operating digital twins.
An encountered issue is the accessibility of software, namely licenses.
In some cases, specific software (e.g. CityEngine) requires a licence to
open and process the data, limiting public access and affecting datasets’
availability [85].

Hardware refers to devices such as sensors used to collect data to build
urban digital twins. Urban sensors are essential to capture real-time
data to reflect dynamic activities in the city, which can be further ap-
plied for simulation and prediction. This challenge is also related to the
connectivity of urban sensors. Despite the rapid development of urban
sensors, e.g. IoT, in recent years, such devices are currently unevenly
dispersed [103,104]. The lack of a connected sensor network makes it
difficult to integrate information from different types of sensors, which
subsequently impacts data quality.

Update and versioning is an essential step to maintain digital twins,
including three specific issues. One potential challenge is preserving
version management. Currently, most cities tend to replace the old city
model with the newer one [105]. Sometimes it is more effective and
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less challenging to re-model the whole area than to update the model.
For example, when a new LiDAR dataset has been acquired, a new 3D
city model can be automatically generated from the dataset and can
completely replace the old one [120]. However, it is difficult to handle
such different versions of models [121,122]. For users, it is not easy to
detect changes between versions which also affects their understanding
of changes in the physical environment. Latency is also known as

problem how to dynamically update city information [86,107]. In
ome specific scenarios, for example, when simulating traffic conditions
n an urban digital twin, it is necessary to process the data as fast
s possible [123]. Otherwise, change detection delays may lead to a
eduction in the accuracy of the analysis. In addition, while it is well
nown that a high frequency of data synchronisation can provide up-
o-date information, cost is another considerable issue that cannot be
gnored. In this process, adequate human and technical resources are
equired, as well as time [106]. For example, computing resources are
ssential to perform operations and ensure the entire synchronisation
rocess is not disrupted [88].

.1.2 Non-technical challenges
ensitivity is an identified concern in the literature, which can be
ivided into two specific aspects: security hierarchy and regulation.

When data is exchanged between different devices and city systems,
sensitive information can be exposed or leaked due to the misuse of
data [83,86]. Indeed, different types of data have different levels of
security. For example, in most cases, territorial data generally has a
higher level of security than building data. However, a comprehensive
security guarantee mechanism is lacking to define the data security
hierarchy [1]. Therefore, it entails difficulty managing data information
during the development of urban digital twins. Another issue is how to
regulate organisations. With a range of communities and stakeholders
involved in the development of digital twins, it is not easy to iden-
tify their responsibilities of data management at each stage. On the
other hand, when sharing data and conducting additional operations,
it requires a serious and transparent regulatory basis to detail data
protection [19,89]. As such, regulations enable to justify the process
and balance benefits between commercial exploitation of information
and social responsibility [85].

Collaboration is significant in facilitating the operation of digital twins.
It enables integration of various sectors, leading to feasible data in-
formation sharing. It firstly comes to the deficiency of co-creation
mechanisms to structure collaboration [86]. An established mechanism
can well organise the collaboration procedure and identify the role
of different stakeholders. Another issue is related to the workflow
etween a variety of groups [1]. The current discussion addresses
he importance of internal and external collaboration when building
igital twins. This requires to maintain the synergy within municipal
epartments and simultaneously enhance the communication outside
he organisations [37,85,100]. As such, it approaches more use cases
ith practical values and access to best practices.

wnership indicates that different sectors manage different types of
ata information. It implies the complexity of finding the required
ata and seeking support from multiple actors. First, the lack of data
sharing network within and between municipalities, public institutions
and private companies limits the amount and variety of available
data [85,86,89]. In some cases, unclear ownership also concerns about
access to data information [95]. For example, D’Hauwers et al. [85]
have proposed four types of urban digital twins: inside-in, inside-out,
outside-out and outside-in, whose openness depends on the particular
purpose. The inside-in digital twin is created for the government to
support policy making. Its purpose is purely driven by an internal
governance process rather than open to the public [87]. In contrast,
for inside-out or outside-out digital twin, it pays more attention to
6

improving engagement and benefiting more from public innovation.
Trustworthiness is essential when delivering digital twins in practice.
One specific concern is regarding the reliability [87]. When large
amounts of information are exchanged between various systems, there
is a risk of exposing or leaking personal data. Thus, the responsibility
of sectors is highlighted in the current discussions, namely social
compliance [85].

Participation is often neglected in the current operation of digital
twins. Current papers mainly discourse on the presence of unequal
access around this challenge [20]. The construction of digital twins is
typically driven by the interests of the developers, which is not a user-
centred design [37]. As a result, not all types of users are considered in
this process, such as vulnerable groups and nonexperts. Furthermore, it
also questions to what extent participatory feedback would be reflected
in digital twins and how the communication loop could be shaped
through the interaction between human and digital twins [1,83].

Financing is crucial to operating digital twins. The first aspect is as-
sociated with equipment cost. In many cases, it refers to the cost of
getting software licences, requiring commercial data, or purchasing
devices [100]. For example, in the stage of collecting data, additional
finances are needed to install new devices to supplement datasets if the
existing sensor network is insufficient to cover the study area [86]. In
addition, the cost of human resource should also be considered, such as
hiring specialists, training teams and consulting with experts [88].

Capacity building is crucial to promoting the adoption of digital twins.
Work teams need to be equipped with adequate skillsets and profes-
sional knowledge. It allows them to properly understand the priorities
of urban digital twins and correctly deliver the projects [83,87,100]. In
the meantime, the general public also needs to increase their awareness
and be educated in an explainable manner [37,86].

Understanding indicates a unified interpretation of digital twins. With-
out a definition of urban digital twins, stakeholders may have a different
understanding of its content and purpose, according to their back-
grounds [89,100,106]. In this context, it challenges how to build a
consensus on this topic and how to make city-scale digital twins more
comprehensible for multiple groups [37,86,87].

4.2 Delphi survey results

4.2.1 The profile of participants
We collected participants’ background information, such as coun-

tries they work in, industries that their organisations belong to, their
related working experience, etc. A total of 52 international experts
completed Round 1. The profile of participants is summarised in Fig. 4,
with the distribution of their geographical location, organisations and
relevant experience. The panellists are from 23 countries, with most
working in Europe. 26 experts are from industry (14) and government
(12), whereas the other 23 experts work in universities or research
institutes. Moreover, 44.2% of the respondents have worked for more
than 20 years in domains underpinning digital twins. Such attributes of
participants present a well-qualified and diverse set, providing reliable
results.

4.2.2 Round 1 and 2: Identifying challenges
The two main questions in the Round 1 of the survey asked par-

ticipants to list technical and non-technical challenges they have faced
concerning digital twins. Based on responses, we establish 14 techni-
cal challenges with 39 specific issues (Table 4) and 8 non-technical
challenges with 21 sub-ones (Table 5).

The frequency of technical challenges identified in the responses is
encapsulated in Fig. 5. Data-related issues are the most identified ones,
regarded as one typical challenge participants have faced during their
work. Under the category of data challenge, expert panellists specifi-
cally refer to availability, access, accuracy, timeliness and details. For

example, concerning data availability, one participant considers ‘a lack
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Fig. 4. Participants’ profile.
Table 4
Identified technical challenges from the Delphi survey.

Technical challenges Specific issues

Data

– Availability
– Access
– Accuracy
– Timeliness
– Detail

Integration – Data sources
– System

Interoperability

– Datasets
– Semantics
– Scales
– Tools

Software – Licenses
– Complexity

Technical competency

– Processing speed
– Real-time information delivery
– Computational resources
– Skilled manpower

Standard – Technical coordination
– Linkages between different domains

Update
– Change detection
– Version management
– Efficiency

Data creation
– Identify input information
– Metadata
– Data acquisition

Data complexity – Volume
– Size

Architecture – System architecture
– Data structure

Data maintenance
– Data storage
– Data processing
– Managing data flow

Hardware – Computing devices
– Infrastructure

Reconstruction – Automatics
– Detailed objects and elements

Visualisation
– Smooth rendering
– Platform requirements
– Friendly to end users
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Table 5
Identified non-technical challenges from the Delphi survey.
Non-technical challenges Specific issues

Understanding – Awareness
– Definition

Practical value

– Purpose
– Expectation
– User
– Demand
– Application
– Financing
– Business model

Collaboration

– External collaboration (with
stakeholders outside your
organisation)
– Internal collaboration
(within your organisation)
– Access to best practices

Capacity building – Skills

Management
– Regulation
– Clarifying responsibilities
– Data sharing framework

Data sensitivity
– Privacy
– Security
– Ethics

Ownership – Permission

Trustworthiness – Reliability

of availability of 3D data of high quality’ as a challenge, followed by
another response of ‘the issue of availability of detailed data’. In terms
of integration, it is not limited to data sources but also includes system
integration. It indicates cases such as ‘integration of heterogeneous
systems to build the digital twins’ trouble the operation of digital twins
in practice. It also suggests that ‘integrating many systems increases
the complexity of implementation, where the system complexity rises
not as linear but as exponentially’. In addition, participants also pay
attention to interoperability, software, standard and update. Two ex-
perts regard visualisation as a challenge in consideration of ‘smooth
rendering’, ‘platform requirements’, and ‘friendly to end users’.

The bottom plot in Fig. 5 provides an overview of non-technical
challenges’ frequency of being mentioned. Many participants suggest
understanding as a particular challenge from a social perspective, spec-
ified as awareness and definition. For example, one panellist demon-
strates — ‘We feel there is no common understanding of a digital twin,
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Fig. 5. The frequency of challenges mentioned in the responses. The top plot refers to technical challenges, and the bottom plot presents the frequency of non-technical challenges.
but many want to use this term/concept as it is currently widely used
in the industry. Deep discussions are required with clients and part-
ners to synchronise the understanding of digital twin before actually
starting to work on a project’. Regarding specific disciplines, such as
urban planning, ‘there seems to be little awareness/low interest among
students and researchers regarding why urban planners need (to use)
digital twins’. Apart from the issue of understanding, the practical
value of digital twins is also widely discussed by many participants.
The discourse mainly concerns purposes, expectations, financing and
business models, e.g. ‘lack of know-how for end-users’, and ‘hard to
recognise the benefits of using digital twins’.

Aggregating these results, we compiled the feedback report and sent
it to every participant at the beginning of Round 2. It revisits the initial
round, and participants are asked to review the report and reconsider
their responses. 7 of 52 participants refine their answers with minor
modifications that do not affect the summarised results from the last
round.

4.2.3 Round 3: Rating challenges
In Round 3, participants are invited to score challenges identified in

the previous rounds by severity. For each challenge, we use a five-point
Likert scale to measure its impact on the use of digital twins. A total of
29 panellists complete the survey with useable responses. Figs. 6 and
7 illustrate the results of challenges’ severity from technical and non-
technical perspectives, revealing the current status of adopting digital
twins in the urban and geospatial domain.

In this work, we plot these two figures as stacked bar charts,
commonly used for scaled responses, e.g. the 5-point Likert scale [124].
In this view, each category sums to 100%, composed of the total share
of people who rate challenges by the degree of severity. We then use
three colours to diverge minor, moderate and major challenges. With
such grouping, we can compare differences in each sentiment and
distinguish which challenges primarily or least inhibit the operation of
digital twins.

From the technical aspect, most participants measure semantic in-
teroperability as the most severe challenge in practice, where 44.8% of
panellists rank it as a major hinder and 37.9% regard it with the most
8

severity. Interoperability between datasets is highlighted as a second
severe challenge. From previous rounds, many participants address that
data interoperability, including semantics, is problematic. It indicates
a consensus that interoperability around data information negatively
impacts digital twins’ state of the art. Another notable finding is that
some technical challenges are rated as average severity, for example,
scales related to interoperability and version management, with 58.6%
and 55.2% of experts measuring it with moderate severity respectively.
Nine issues are identified as non-severe challenges, e.g. no participants
score ‘software license’ as a severe challenge, as well as ‘data main-
tenance’ and ‘technical coordination of standard’. At the same time,
infrastructure and computing devices under the hardware category are
identified as the most insignificant barriers among 39 issues. In con-
clusion, when examining the distribution of the sentiments, it presents
that the majority of technical challenges have a significant impact on
digital twins, such as data, integration and standard.

Regarding challenges from social and legal perspectives, most issues
are considered with major severity. We notice that challenges around
the category of practical value receive more attention than others.
Business model and financing are identified as the most severe barriers
with 7 participants rating, with the highest degree of severity. A portion
of 79.3% experts suggests the purpose of digital twins is a more than
major problem which requires more clarifications. Some issues are
concluded with minor severity. For example, 13.8% of participants
measure regulations with insignificant severity, while 41.4% consider
it a moderate challenge based on their experience. Furthermore, the
survey reveals that more than 59% of participants believe the definition
of digital twins is a moderate barrier. However, compared to our results
of reviewing research papers, most identify the lack of definition as a
considerable challenge. Such a case reflects a different focus between
academia and industry, which on the other hand, affirms our decision
to conduct this Delphi survey to complement the systematic review.

4.3 Mapping challenges with the life cycle framework

The identified challenges from literature and survey present con-
sistency regardless of some nuances of specific issues around main
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Fig. 6. Rating technical challenges by severity.
categories. We combine them into a comprehensive list in Fig. 8. It out-
lines a structured summary of challenges that inhibit the operation of
urban digital twins from both technical and non-technical perspectives.

Furthermore, we map these challenges to the 6-phase framework
of the life cycle of digital twins (Fig. 9). The challenges are arranged
depending on the stages the reviewed papers and participants have
mentioned. As such, some phases may include overlapped challenges,
for example, data-related issues appearing in more than one phase
of the life cycle. We summarise challenges and provide detailed de-
scriptions between each phase and each challenge. Such mapping is
intended to deliver a comprehensive overview of challenges affecting
the operations of digital twins.

In the process of collecting data, data creation and data complexity
are the main technical challenges. For example, heterogeneous data
acquisition techniques have profound impact on the overall quality,
related to information details and resolution. A participant also notes
‘a gap between outdoor and indoor domains in terms of data acqui-
sition’ from their responses. In some ways, data creation depends on
the construction of hardware, e.g. the network of urban sensors. In
the literature, some studies demonstrate that the well-structured and
connected sensor network largely support data collecting in the first
phase. However, according to the survey results, it finds that hardware,
especially infrastructure, is considered as the most insignificant chal-
lenge in digital twins. Concerning this issue, several panellists yet point
out ‘the ignorance the physical infrastructure in favour of only dynamic
data’ and ‘a lack of hardware to capture data to build digital twins’
9

based on their practical experience. From social and legal aspects,
most have discussed ownership and collaboration, involving multiple
rounds of negotiations with different stakeholders to seek consensus.
Furthermore, data sensitivity prevails in many cases of collecting data.
It raises social compliance and security issues, especially when human-
related data is collected. For instance, while high-resolution images are
good for extracting detailed information, such information meanwhile
implies concerns regarding sensitive exposure.

When processing data, data-related challenges, such as, availabil-
ity, standard and integration, are commonly considered to hinder the
operation of digital twins. For example, some panellists mention that
‘integration of heterogeneous systems’ and ‘integration of data from
different sources’ are significant in building digital twins. Apart from
data issues, ‘system architecture’ also presents impact on processing
data in the survey responses. It indicates a need to design a high-level
outline to structure data in this second phase.

The third stage of generating urban digital twins is rather challeng-
ing work, combined with various barriers to overcome. Interoperability
is highly addressed in the literature and survey, referring to data
conversion and information exchange between systems. In survey re-
sponses, there are four types of interoperability, including datasets,
semantics, scales and tools. In terms of semantics, for example, ‘there
are huge technical and standard gaps between digital twin platform and
other related domains such as traffic, BIM’. Each domain has its own
silo-ed way of work. Compatibility among software is also critical to
maintaining the integrity of information. From a non-technical point of
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Fig. 7. Rating non-technical challenges by severity.

Fig. 8. The combined list of challenges identified from the literature review and the Delphi survey.

Fig. 9. Mapping challenges with the life cycle framework.
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view, it highlights that building capacity and generating understanding
are necessary. Some participants point out that a unified definition of
digital twins may facilitate understanding of this topic.

When approaching the fourth phase of managing digital twins, it
concerns more with social challenges, such as collaboration, partici-
pation and trustworthiness. Many experts outline that a deficiency of
collaboration within their organisations (internal) and with stakehold-
ers outside their organisations (external) is problematic. For example,
there is a lack of ‘data sharing among agencies, researchers and user
communities’, as well as integrated ‘co-operations between organi-
sations’. Such issues then raise the question of ‘how to maintain a
model that includes many partners, and not only traditional technical
partners’.

Simulation is well acknowledged as a critical benefit of digital twins.
It requires solutions to tackle software and interoperability to better
realise the operation. License and complexity are mainly discussed
under the challenge of software, e.g. ‘complex and expensive simulation
software’ and ‘unsophisticated software’. In terms of interoperability,
it suggests a challenge to ‘have different models interact with each
other’, ‘make complex models fast enough for interaction’, as well
as ‘manage the flow of data between different models, sensors and
interfaces’. Most non-technical challenges surround practical values,
such as expectations, demands, financing and business models. For
example, current ‘use cases are often very generic, and expectation is
high to serve a one-fits-all solution which currently does not exist’.
It is still unknown ‘where the users are’ and ‘who is willing to pay’.
Moreover, one expert states that it is hard to process massive data with
the high cost and limited manpower for simulation use cases.

The last stage is updating. It is not only a phase to detect changes
and make updates but also a step to complete and restart the life
cycle of urban digital twins. Therefore, technical challenges are mostly
regarding hardware, version management and reconstruction — what
new data should be obtained, and what new infrastructure should be
installed. For instance, it challenges the ‘efficient update process to
align the digital representation with the changes happening in the real
world’ and ‘revise workflow to update digital twin models regularly’.
From the social perspective, public engagement is highlighted, e.g.
reflecting feedback on the digital models. Furthermore, it is significant
to reach a consensus by determining the interests of various groups —
what new understanding should be generated before beginning another
cycle of digital twins.

5 Discussion

Our results, combining the results of the systematic review and
the Delphi survey, reveal a lengthy list of challenges pertaining to
the design and implementation of urban digital twins. One of the key
results is that the challenges identified in the literature and survey
are mostly consistent. Reviewing recent papers exposes that techni-
cal challenges are discussed in more detail. At the same time, some
non-technical issues do not gain much attention, indicating a lack of
concrete consideration in the literature. For example, 12 papers have
addressed interoperability with regard to data conversion and system
compatibility; however, trustworthiness and reliability are rarely dis-
cussed, with only two papers discussing such issues. It is in line with
the results from survey responses. Domain experts list 22 challenges,
with 14 from the technical aspect and 8 from the non-technical aspect.

Through identifying challenges from two perspectives, we find that
the state of the art of urban digital twins is mainly driven by technol-
ogy concerning data and techniques. Nevertheless, the complement of
rating challenges in the survey suggests how each challenge inhibits
the operation of digital twins in practice. The measurement reflects
that different issues have different levels of impact, whether the issue
is technically or socially relevant. Technical challenges generally leap
over social and legal issues, but some are considered insignificant in
practical operation, e.g. infrastructure, computing devices and data
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storage. On the other hand, challenges from the non-technical per-
spective receive considerable attention in the responses. For example,
the business model is highlighted as one of the most severe non-
technical challenges, indicating a demand for best practices and use
cases to better adopt digital twins. Many panellists state that financing
also requires efforts in practice, i.e. determining costs and benefits.
Furthermore, we map the aggregated challenges into the life cycle of
digital twins. At each phase, urban digital twins has been hampered
by different challenges. The mapping provides insight into what chal-
lenges are mainly experienced during the different stages. Therefore,
it can reflect the current development of digital twins and facilitate
stakeholders to understand the status quo.

The results indicate that technical and non-technical issues chal-
lenge digital twins in the urban and geospatial spatial domains to
different degrees. Some challenges, e.g. definitions and purposes, are
fundamental issues that need to be clarified at the beginning. Although
current research has defined urban digital twins in many ways, widely
varied definitions may generate different situation awareness on this
topic. Such ambiguity will pose problems when practitioners start a
practical project on urban digital twins without a consensus on what a
digital twin should be. Similarly, many panellists consider the practical
values of urban digital twins as the main issues. e.g. who the end-
users are, their demands, and the purposes of urban digital twins. In
general, the needs of urban digital twins vary in different cases. For
example, in transport studies, urban digital twins can manage nearly
real-time traffic information and plan accessible areas for passengers.
Urban digital twins can also be applied to simulate e.g. the impact of
construction projects on the urban environment in the scope of city
planning. Therefore, rather than dive directly into practical applica-
tions of urban digital twins, it is important to have a deep discussion
with practitioners to define the understanding, the purpose and the
demands, tracing back to the origin [125]. Another reflection is the
impact of participant’s organisations on the results. Since 44.2% of
the respondents are from the research community with 26.9% from
industries and 23.1% from government, we also assess their responses
according to their organisations. Analysing the results by participants’
organisations, the listed challenges do not present significant differ-
ence. Data-related issues appear to be the most concerned ones across
all types of stakeholders. At the same time, collaboration and ownership
are also frequently mentioned by different groups. However, experts
from practice seem to pay more attention to the impact of social and
legal problems and have careful consideration on practical values of
digital twins (e.g. potential users, feasible applications). Such findings
enable us to gain insights from diverse fields, as well as tell different
concerns between academic and practical domains.

To make the operation of urban digital twins feasible in the future,
specific solutions are required to tackle these challenges. Taking owner-
ship of data as an example, a potential solution could be building data
sharing network and seeking for integral collaboration between organ-
isations. It is important to identify the hierarchy of data information
at the first stage according to its degree of sensitivity and availability.
Such hierarchy serves a basis to establish data sharing network among
agencies, researchers and user communities, where responsibilities of
each stakeholder should be clearly demonstrated. Then, to address data
ownership in practice, it also requires collaboration in both external
and internal ways, including negotiation with multiple stakeholders.
With such efforts, it has possibility to realise new data-capture in
municipalities and regions, which could help on improving data quality
and could serve purposes in other open geospatial datasets. Our work
is not intended to provide solutions to specific challenges, but it can
provide some insights for future research.

Considering the novelty of our methodology, the work has some
limitations which should be addressed in the future work. In terms of
literature review, as current discussions on urban digital twins remain
embryonic, the size of corpus is rather small. Accordingly, it may lead

to quality issues propagated in the analysis process. Another limitation
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is related to the composition of panellists in the survey. Nearly half
of the participants are from academic sectors, while 26.9% of expert
panellists from industry and 23.1% from government. More perspec-
tives from practice will largely improve our research and validate
the findings as well. It could better balance insights from literature
and industry, enabling more significant comparison between these two
fields.

6 Conclusion

Digital twins have drawn widespread attention in the urban and
geospatial domains. While the benefits of developing urban digital
twins have been well acknowledged in decision-making, their chal-
lenges are not often subject of comprehensive discussions. We identified
and elaborated challenges found in academia and practice with a
consideration for both technical and non-technical perspectives. For the
first time, we derive a comprehensive list of such challenges, which
is based on a two-pronged approach — we drew conclusions from a
systematic review of research papers and a Delphi survey with a panel
of domain experts.

In the literature review, we built a corpus of 34 papers for analysis.
By grouping characteristics in the literature, we identified 16 challenges
with 8 technical and 8 non-technical ones. Data-related issues receive
more attention than social barriers, with interoperability being the most
discussed challenge. From the Delphi survey, expert panellists listed 14
technical and 8 non-technical challenges and rated each by severity
based on their practical experience. To reflect when these challenges
frequently appear, we aggregated and mapped them into six phases in
the life cycle framework of digital twins.

To our knowledge, this work establishes the most comprehensive
list of challenges that inhibit the design and implementation of digital
twins in practice. Combining perspectives from academia and practice
may comprehensively contribute to future uses with practical values.
The insights ensure stakeholders to understand the current develop-
ment of digital twins through a generic perspective. Moreover, it could
be further considered as a critical contribution to the community and
literature, as well as found of interest to a range of stakeholders. For our
future research, we aim to tackle specific issues and provide potential
solutions, which will accordingly support and facilitate the operation
of digital twins in the urban and geospatial domain.
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